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II. CLAIM AMENDMENTS 

1-18. (Cancelled) 

19. (Currently amended) A method for determining whether an encipherm§ed mode to be 
us e d in of communication b e tw ee n for user data is set on or off in a mobile communication 
network and a mobil e stat i on, th e mob ile stat i on b e ing capab le of commun i cation in at l e ast on e 
e nciph e r e d mod e of communicat i on and at le ast on e unciph e red mod e of commun i cat i on , the 
method comprising: 

monitoring atby thea mobile station in the mobile communication network of network 
control signals received by the mobile station from the mobile communication network 
over an air interface to detect a cipher mode command message, the cipher mode 
command message configured to requestift§ the mobile station to start enciphering of 
user data ; 

responsive to detection by the mobile station of a cipher mode command message in the 
monitored network control signals received from the mobile communication network T : 



interpreting said detection of a cipher mode command message as an indication 
that said enciphered mode of communication for user data is set on in the mobile 
communication network; 

starting enciphering of user data in the mobile station; and 

indicating to a user of the mobile station that the mob ile communication n e twork 
is op e rat i ng in an said enciphered mode of communication for user data is set on 
in the mobile communication network , using a cipher mode indicator provided in 
the mobile station. 



20. (Cancelled) 

21. (Currently amended) A method according to claim 19, further comprising: 



2 



Serial No. 09/827,593 
Response to Final Office Action dated 4 December 2009 



responsive to a lack of detection of a cipher mode command message by the mobile 
station in the monitored network control signals received from the mobile communication 
network: 

interpreting said lack of detection of a cipher mode command message as an 
indication that said enciphered mode of communication for user data is set off in 
the mobile communication network; and 

indicating to a user of the mobile station that the mobi le communicat i on network 
i s operating in an said ^enciphered mode of communication for user data is set 
off in the mobile communication network , using the cipher mode indicator 
provided in the mobile station , i f no c i ph e r mod o command message is d e tected 
at th e mobil e stat i on in the monitor e d contro l s i gna l s r e c e iv e d from th e mob ile 
communicat i on n e twork . 

22. (Cancelled) 

23. (Currently amended) A method according to claim 19, comprising determining whether 
th esaid en ciphermged mode to be us e d in of communication for user data b e twe e n th e mob il e 
commun i cation n e twork and th e mobil e station is set on or off during establishment of 
communication between the mobile communication network and the mobile station. 

24. (Currently amended) A method according to claim 19, comprising determining whether 
the said enciphermged mode to b e us e d i n of communication for user data b e tw ee n th e mob ile 
communication n e twork and tho mobil e station is set on or off prior to establishment of 
communication between the mobile communication network and the mobile station. 

25. (Currently amended) A method according to claim 24, comprising determining whether 
the said encipherif*§ed mode to b e us e d in of communication for user data betw ee n th e mob ile 
commun i cation n e twork and th e mobile station is set on or off by performing a location update 
procedure. 

26. (Currently amended) A method according to claim 19, comprising determining whether 
the said encipherif^§ed mode to b e us e d i n of communication for user data b e tw ee n th e mobil e 
commun i cation n e twork and th e mobil e stat i on is set on or off during a communication handover 
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procedure that occurs when the mobile station moves between a first part of the mobile 
communication network and a second part of the mobile communication network. 

27. (Cancelled) 

28. (Currently amended) A method according to claim 19, further comprising indicating a 
change in ciphering mode for user data to a user of the mobile station. 

29 - 30. (Cancelled) 

31. (Currently amended) A method according to claim 19, wherein the mobile station 
comprises a display unit, the method comprising indicating th e c i ph e ring mod e us e d i n 
communication b e twe e n the mob i le commun i cation network and th e mob il e station to a user of 
the mobile station whether said enciphered mode of communication for user data is set on or off 
using the display unit. 

32. (Currently amended) A method according to claim 19, wherein the mobile station 
comprises a light source, the method comprising indicating th e ciph e ring mod e used in 
commun i cation b e tw ee n th e mobil e communicat i on n e twork and th e mobil e stat i on to a user of 
the mobile station whether said enciphered mode of communication for user data is set on or off 
using the light source. 

33. (Currently amended) A method according to claim 28, wherein the mobile station 
comprises a display unit and an acoustic signal forming element, the method comprising 
indicating th e ciph e r i ng mod e us e d i n commun i cation b e tw ee n the mobile communication 
n e twork and th e mobil e station to a user of the mobile station whether said enciphered mode of 
communication for user data is set on or off using the display unit and indicating a change in 
ciphering mode for user data to a user of the mobile station using the acoustic signal forming 
element. 

34. (Currently amended) A method according to claim 32, comprising indicating a change in 
ciphering mode for user data w ith a flashing light. 
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35. (Currently amended) A method according to claim 28, comprising indicating a change in 
ciphering mode for user data by causing a vibration battery to vibrate. 

36. (Previously presented) A method according to claim 19, wherein the mobile station 
comprises a radio resource management block, a cipher indicator memory block, and a user 
interface block, the method comprising maintaining a cipher mode indication data field in the 
cipher indication memory block, monitoring signals sent from the mobile communication network 
to the mobile station at the radio resource management block to determine whether said 
monitored signals comprise a cipher mode command message, wherein upon determining that 
said monitored signals comprise a cipher mode command message, the radio resource 
management block sets a value of the cipher mode indication data field to correspond with 
cipher indication data in said cipher mode command message, 

37. (Previously presented) A method according to claim 36, wherein said cipher indicator 
memory block makes an interrupt request responsive to detecting that a new value has been set 
in the cipher mode indication data field. 

38. (Previously presented) A method according to claim 37, wherein the user interface block 
detects said interrupt request and sends an inquiry about the cipher mode to the cipher indicator 
memory block and the cipher indicator memory block returns data on the cipher mode to the 
user interface block in response to said inquiry. 

39. (Previously presented) A method according to claim 38, wherein the user interface block 
sets the cipher mode indicator to a mode corresponding to the ciphering data provided by the 
cipher indicator memory block. 

40. (Previously presented) A method according to claim 36, wherein the cipher indicator 
memory block sends cipher information to the user interface block whenever the value in the 
cipher indicator memory block is changed. 

41 . (Previously presented) A method according to claim 40, wherein the user interface block 
sets the cipher mode indicator to a mode corresponding to the cipher information provided by 
the cipher indicator memory block. 
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42. {Previously presented) A method according to claim 36, wherein the user interface block 
sends cipher mode inquiry messages to the cipher indicator memory block at regular intervals 
and the cipher indicator memory block sends cipher information to the user interface block in 
response to each inquiry. 

43. (Previously presented) A method according to claim 42, wherein the user interface block 
sets the cipher mode indicator to a mode corresponding to the cipher information provided by 
the cipher indicator memory block. 

44. (Currently amended) A method according to claim 19, wherein the mobile station is 
capable of a first and a second type of user data communication, the method comprising 
indicating to a user of the mobile station whether an encipherin§ed mode is set on or off in the 
mobile communication network e ffor each of said first and second types of user data 
communication to a us e r of the mobil o station . 

45. (Currently amended) A method according to claim 44, wherein the first type of user data 
communication is a telephone call and said second type of user data communication is a short 
message (SMS). 

46. (Currently amended) A method according to claim 44, comprising indicating the 
ciphering mode of the first type of user data communication in a manner distinguishable from 
that used to indicate the ciphering mode of the second type of user data communication. 

47. (Currently amended) A method according to claim 44, further comprising indicating a 
change in ciphering mode of the first type of user data communication and indicating a change 
in ciphering mode of the second type of user data communication. 

48. (Currently amended) A method according to claim 19, wherein a first mobile station and 
a second mobile station are in communication with each other through at least one mobile 
communication network, the method comprising indicating the ciphering mode for user data 
communication between the mobile communication network and the first mobile station to a 
user of the second mobile station. 
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49 - 54. (Cancelled) 

55. (Currently amended) A method according to claim 19, comprising using the mobile 
station in communication with a terminal in a fixed line communication network, the method 
further comprising indicating a ciphering mode used in user data communication between the 
fixed line communication network and the terminal in the fixed line communication network to a 
user of the mobile station. 

56. (Currently amended) A method according to claim 55, wherein the mobile station sends 
an inquiry message to the terminal in the fixed line communication network to determine the 
ciphering mode used in user data communication between the fixed line communication network 
and said terminal in the fixed line network. 

57. (Currently amended) A method according to claim 56, wherein if the mobile station does 
not receive a response to said inquiry message, the mobile station indicates that the ciphering 
mode for user data is unknown. 

58. (Currently amended) A method according to claim 56, wherein if the mobile station 
receives a response to said inquiry message, but cannot interpret said response, the mobile 
station indicates that the ciphering mode for user data is unknown. 

59. (Currently amended) An apparatus for use in a mobile station for determining whether an 
enciphermged mode to b e us e d in of communication for user data betw ee n is set on or off in a 
mobile communication network and th e mobil e stat i on, th e mob i l e station b e ing capab le of 
communication in at l e ast one e ncipher e d mod e of communication and at l e ast on e unc i ph e r e d 
mod e of communication , the apparatus comprising: 

means for monitoring network control signals received by a mobile station from the 
mobile communication network at th e mobil e station over an air interface to detect a 
cipher mode command message, satethe cipher mode command message configured to 
requesting the mobile station to start enciphering of user data ; 
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means for interpreting detection of a cipher mode command message as an indication 
that said enciphered mode of communication for user data is set on in the mobile 
communication network; 

means for starting enciphering of user data in the mobile station responsive to detection 
of a cipher mode command message in the monitored network control signals received 
from the mobile communication network; and 

a cipher mode indicator for indicating a ciph e r i ng mod e to a user of the mobile station T 
th e c i ph e r mode ind i cator b ei ng conf i gured to ind i cat e that th e mobi le communicat i on 
network i s operating in an said enciphered mode of communication for user data is set on 
in the mobile communication network responsive to detection of a cipher mode 
command message in the monitored network control signals received from the mobile 
communication network. 

60. (Cancelled) 

61. (Currently amended) An apparatus according to claim 59, further comprising means for 
interpreting a lack of detection of a cipher mode command message as an indication that said 
enciphered mode of communication for user data is set off in the mobile communication network 
and w herein the cipher mode indicator is further configured to indicate that the m obile 
commun i cat i on n e twork is op e rating in an said ^enciphered mode of communication for user 
data is set off in the mobile communication network, if-fte responsive to a lack of detection of a 
cipher mode command message is d e t e ct e d in the monitored network control signals received 
from the mobile communication network. 

62. (Currently amended) An apparatus according to claim 59, wherein the apparatus is 
configured to determine whether th esaid endpherm§ed mode to b e us e d in of communication for 
user data b e tw ee n th e mobil e commun i cation n e twork and th e mobil e station is set on or off 
during establishment of communication between the mobile communication network and the 
mobile station. 

63. (Currently amended) An apparatus according to claim 59, wherein the apparatus is 
configured to determine whether tte said encipheritt§ed mode to be used in of communication for 
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user data bet w ee n t h e mobil e communication network and th e mob ile station is set on or off prior 
to establishment of communication between the mobile communication network and the mobile 
station. 

64. (Currently amended) An apparatus according to claim 63, wherein the apparatus is 
configured to determine whether th esaid enciphered mode to b e us e d i n of communication for 
user data is set on or off prior to estab li shm e nt of commun i cat i on b e twe e n th e mobil e 
commun i cation n e twork and th e mobil e station by performing a location update procedure. 

65. (Cancelled) 

66. (Previously presented) An apparatus according to claim 59, wherein said cipher mode 
indicator comprises a display unit. 

67. (Previously presented) An apparatus according to claim 59, wherein said cipher mode 
indicator comprises a light source. 

68. (Currently amended) An apparatus according to claim 59, wherein said cipher mode 
indicator is configured to indicate a change in ciphering mode for user data to a user of the 
mobile station. 

69. (Currently amended) An apparatus according to claim 68, wherein said cipher mode 
indicator is configured to indicate a change in ciphering mode for user data by causing an 
acoustic signal forming element to produce an acoustic signal. 

70. (Currently amended) An apparatus according to claim 68, wherein said cipher mode 
indicator is configured to indicate a change in ciphering mode for user data by causing a 
vibration battery to vibrate. 

71 -73. (Cancelled). 

74. (Previously presented) An apparatus according to claim 59, comprising a radio resource 
management block, a cipher indicator memory block and a user interface block, the cipher 



9 



Serial No. 09/827,593 
Response to Final Office Action dated 4 December 2009 

mode indicator memory block comprising a cipher mode indication data field, the radio resource 
management block being configured to set a value of the cipher mode indication data field to 
correspond with cipher indication data in a cipher mode command message received from the 
mobile communication network. 

75. (Previously presented) An apparatus according to claim 74, wherein the cipher indicator 
memory block is configured to make an interrupt request responsive to detecting that a new 
value has been set in the cipher mode indication data field. 

76. (Previously presented) An apparatus according to claim 75, wherein the user interface 
block is configured to detect said interrupt request and to send an inquiry about the cipher mode 
to the cipher indicator memory block and the cipher indicator memory block is configured to 
return data on the cipher mode to the user interface block in response to said inquiry. 

77. (Previously presented) An apparatus according to claim 76, wherein the user interface 
block is configured to set the cipher mode indicator to a mode corresponding to the ciphering 
data provided by the cipher indicator memory block. 

78. (Previously presented) An apparatus according to claim 74, wherein the cipher indicator 
memory block is configured to send cipher information to the user interface block whenever the 
value in the cipher indicator memory block is changed. 

79. (Previously presented) An apparatus according to claim 78, wherein the user interface 
block is configured to set the cipher mode indicator to a mode corresponding to the cipher 
information provided by the cipher indicator memory block. 

80. (Previously presented) An apparatus according to claim 74, wherein the user interface 
block is configured to send cipher mode inquiry messages to the cipher indicator memory block 
at regular intervals and the cipher indicator memory block is configured to send cipher 
information to the user interface block in response to each inquiry. 

81. (Previously presented) An apparatus according to claim 80, wherein the user interface 
block is configured to set the cipher mode indicator to a mode corresponding to the cipher 
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information provided by the cipher indicator memory block. 

82. (Currently amended) A mobile station comprising apparatus for determining whether an 
encipheringed mode to b e us e d in of communication for user data b e tw ee n is set on or off in a 
mobile communication network and the mobi l e station, th e mob ile station b ei ng capabl e of 
communication in at l e ast on e e nciph e r e d mod e of commun i cat i on and at le ast on e unc i ph e r e d 
mod e of communication , the apparatus comprising: 

means for monitoring network control signals received by the mobile station from the 
mobile communication network at th e mobil e station over an air interface to detect a 
cipher mode command message, sa&the cipher mode command message configured to 
requestmg the mobile station to start enciphering of user data : 

means for interpreting detection of a cipher mode command message as an indication 
that said enciphered mode of communication for user data is set on in the mobile 
communication network: 

means for starting enciphering of user data in the mobile station responsive to detection 
of a cipher mode command message in the monitored network control signals received 
from the mobile communication network; and 

a cipher mode indicator for indicating a ciph e ring mod e to a user of the mobile station T 
th e ciph e r mod e ind i cator be i ng conf i gur e d to indicat e that th e mob ile communicat i on 
n e twork i s op e rat i ng in an said enciphered mode of communication for user data is set on 
in the mobile communication network responsive to detection of a cipher mode 
command message in the monitored network control signals received from the mobile 
communication network. 

83. (Cancelled) 

84. (Currently amended) A mobile station according to claim 82, wherein said apparatus 
further comprises means for interpreting a lack of detection of a cipher mode command 
message as an indication that said enciphered mode of communication for user data is set off in 
the mobile communication network and wherein the cipher mode indicator is further configured 
to indicate that th e mob i l e commun i cat i on n e twork is op e rating i n an said ^enciphered mode of 
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communication for user data is set off in the mobile communication network, tf -fte responsive to 
a lack of detection of a cipher mode command message is d e t e ct e d in the monitored network 
control signals received from the mobile communication network. 

85. (Currently amended) A mobile station capable of communicat i on in at le ast on e 
enciph e r e d mod e of communication and at le ast on e unciph e r e d mod e of commun i cation, th e 
mob ile station comprising: 

means for monitoring network control signals received by the mobile station from the 
mobile communication network at the mobil e station; over an air interface to detect a 
cipher mode command message; 

means for interpreting detection of a cipher mode command message as an indication 
that an enciphered mode of communication for user data is set on in the mobile 
communication network; 

means for interpreting a lack of detection of a cipher mode command message as an 
indication that said enciphered mode of communication for user data is set off in the 
mobile communication network; 

means for setting the mobile station into an enciphered mode of communication for user 
data responsive to detection of a cipher mode command message in the monitored 
network control signals received from the mobile communication network; and 

a cipher mode indicator for indicating a ciph e r i ng mod e to a user of the mobile station T 
th e ciph e r mod e ind i cator b ei ng configur e d to ind i cat e that th e mobil e communication 
n e twork is op e rating in an said enciphered mode of communication for user data is set on 
in the mobile communication network responsive to detection of a cipher mode 
command message in the monitored network control signals received from the mobile 
communication network and to indicate that th e mobil e commun i cation n e twork is 
op e rating i n an said ^enciphered mode of communication for user data is set off in the 
mobile communication network if-tt oresponsive to a lack of detection of a cipher mode 
command message is d e t e ct e d in the monitored network control signals received from 
the mobile communication network. 
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86. (Previously presented) A mobile station according to claim 85, the mobile station 
comprising a radio resource management block, a cipher indicator memory block and a user 
interface block, the cipher mode indicator block comprising a cipher mode indication data field, 
the radio resource management block being configured to set a value of the cipher mode 
indication data field to correspond with cipher indication data in a cipher mode command 
message received from the mobile communication network. 

87. (Previously presented) A mobile station according to claim 86, wherein said cipher 
indicator memory block is configured to make an interrupt request responsive to detecting that a 
new value has been set in the cipher mode indication data field. 

88. (Previously presented) A mobile station according to claim 87, wherein the user interface 
block is configured to detect said interrupt request and to send an inquiry about the cipher mode 
to the cipher indicator memory block and the cipher indicator memory block is configured to 
return data on the cipher mode to the user interface block in response to said inquiry. 

89. (Previously presented) A mobile station according to claim 88, wherein the user interface 
block is configured to set the cipher mode indicator to a mode corresponding to the ciphering 
data provided by the cipher indicator memory block. 

90. (Previously presented) A mobile station according to claim 86, wherein the cipher 
indicator memory block is configured to send cipher information to the user interface block 
whenever the value in the cipher mode indicator memory block is changed. 

91 . (Previously presented) A mobile station according to claim 90, wherein the user interface 
block is configured to set the cipher mode indicator to a mode corresponding to the cipher 
information provided by the cipher indicator memory block. 

92. (Previously presented) A mobile station according to claim 86, wherein the user interface 
block is configured to send cipher mode inquiry messages to the cipher indicator memory block 
at regular intervals and the cipher indicator memory block is configured to send cipher 
information to the user interface block in response to each inquiry. 
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93. (Previously presented) A mobile station according to claim 92, wherein the user interface 
block is configured to set the cipher mode indicator to a mode corresponding to the cipher 
information provided by the cipher indicator memory block. 

94. (Currently amended) A system for d e t e rm i ning a c i ph e ring mod e to b e us e d i n 
commun i cat i on b e tw ee n comprising: 

a mobile communication network; and 

a mobile station ; in th e mobil e communicat i on n e twork, th e mobil e stat i on b ei ng capab le 
of commun i cation in at l e ast one e nc i pher e d mod e of commun i cation and at le ast on e 
unciph e r e d mod e of communication, th e syst e m compris i ng: 

means in the mobile communication network for determining whether an enciphered 
mode of communication for user data is to be us e d in communicat i on b e tw ee n th e 
mobil e communication n e twork and th e mobile stat i on accord i ng to a set t i ng of th e 
mobil e commun i cat i on n e twork on or off : 

means in the mobile communication network for sending a cipher mode command 
message from the mobile communication network to the mobile station in a situation 
where an said enciphered mode of communication for user data is to b e used in 
communication b e tw ee n th e mobil e commun i cat i on n e twork and the mobil e station set 
on, said cipher mode command message configured to requesting the mobile station to 
start enciphering of user data : 

means in the mobile station for monitoring network control signals sent from the mobile 
communication network to the mobile station over an air interface to detect a cipher 
mode command message; 

means in the mobile station for interpreting detection of a cipher mode command 
message as an indication that said enciphered mode of communication for user data is 
set on in the mobile communication network: 

means in the mobile station for starting enciphering of user data in the mobile station 
responsive to detection of a cipher mode command message in the monitored network 
control signals received from the mobile communication network; and 
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a cipher mode indicator in the mobile station for indicating a ciph e ring mod e to a user of 
the mobile station , th e ciph e r mod e indicator b e ing configur e d to indicat e that th e mob i l e 
communication network is operating in an said enciphered mode of communication for 
user data is set on in the mobile communication network responsive to detection of a 
cipher mode command message in the monitored network control signals from the 
mobile communication network. 

95. (Cancelled) 

96. (Currently amended) A system according to claim 94, further comprising means in the 
mobile station for interpreting a lack of detection of a cipher mode command message as an 
indication that said enciphered mode of communication for user data is set off in the mobile 
communication network and wherein the cipher mode indicator is further configured to indicate 
that th e mobil e communication network i s op e rating in an said ^ enciphered mode of 
communication for user data is set off in the mobile communication network i ffte responsive to a 
lack of detection of a cipher mode command message is d e tect e d in the monitored network 
control signals received from the mobile communication network. 

97- 132. (Cancelled) 

133. (Currently amended) A system according to claim 94, wherein tt^esaid enciphering mode 
to b e used i n of communication for user data b e twe e n th e mob il e commun i cat i on n e twork and th e 
mobil e station is sp e c i fi e d set on or off by an operator of the mobile communication network. 

1 34. (Previously presented) A system according to claim 94, wherein communication between 
the mobile communication network and the mobile station takes place at least in part over a 
radio link. 

135. (Previously Presented) A system according to claim 94, wherein the mobile 
communication network is a GSM network. 

136-156. (Cancelled) 
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